MWHWCTEPCTBO NPOCBELWEHWA MHUHUCTEPCTBO 3APABOOXPAHEHUA
POCCUMCKOWN ®EQEPALIMKA POCCUMUCKOW ®ENEPALIUKA

3. PEKOMEHAALMN ANS POAUTENEN
(3AKOHHbIX MPEACTABUTENEA)
Mo KNBEPBE3ONACHOCTW AETEA U NOAPOCTKOB

YBa)kaemble poauTtenu!

B coBpemMeHHOM MWpe, HaCbIWEHHOM UM(POBLIMM TEXHONOrMAMK, BONpoc kubepbeaonacHoCTU CTaHOBUTCA BCe 6onee akTyanbHbIM.
[eT 1 NOAPOCTKWU aKTUBHO UCNONL3YIT MHTEpHeT AnA o6leHuA, y4ebbl U pa3BneyeHnid, U BaXKHO, YTOObI OHU NOHUMANU PUCKU WU ymenu
3awmwaTh cebA B BUPTYanbHOM NPOCTPaHCTBe.

Mpobnema kubepbe3onacHOCTU 3aknN4aeTcA B TOM, 4TO WIHTepHeT MoXeT ObiTb MCTOYHWKOM He TONBKO NONEe3HON WMH(OPMAauWK, HO W Yrpos.
[eTv ¥ NOAPOCTKU MOTYT CTONKHYTBCA B OHNaWH C MOLWEHHUYECTBOM, KMGepOyNnnMHIoM, BPEOOHOCHBIM KOHTEHTOM W [OPYrMMW ONAacHOCTAMM.
3T0 MOXKET NPUBECTU K HeraTMBHbLIM NOCNEACTBUAM ANA UX NCUXUYECKOro 3A0POBbA, penyTauum u aaxe dusnyeckon 6e3onacHocTu.

Hawm, B3pocnbiM, HEOGXOAMMO yAEnATb BHUMaHue Bonpocam kubepbGesonacHocTu Hawwux aeteir. O6cyxaam ¢ HMMM npasuna GesonacHoro
NOBEAEHWA W WCMOMb30BaHWA OHNANH-NPOCTPAHCTBA, OOBACHAA, KaK pacnosHasBaTb Te MMM UHbIE PUCKW, Mbl MOXEM Hayu4WuTb AeTeil ObiTb
YCTONYMBBLIMM M 3aLUMLLEHHBIMKU B ceTv UHTepHerT.

MeauuMHCKUE W NCUXONOro-NefarorMyecKue WCCNeNoBaHWA, a Takxke pekomeHpauun CauluH nokasbiBaloT, YTO WCNONL3OBAHWE 3NIEKTPOHHLIX YCTPOWCTB
212 G [0 v VnTepHeTa nyuqwe NONHOCTBLIO MCKNKOYMTL B paHHem aetcTee (Ao 3 net). HamHoro noneaxee AnaA AeTei xusoe oblexne, NPOAYKTMBHAA Pa3BWBalOWan
AOERTeNbHOCTL, YTeHue, pucoBaHne N Urpbl CO CBEPCTHUKaMK.

B cTapwem AOWKONBLHOM BO3PacTe 3KPAHHOE BPEMA MOXET COCTaBNATL He Gonee 1 Yaca B AeHb U TONBKO B NPUCYTCTBMM B3pocnbix. B mnaawem
WKONBLHOM BO3pacTe NPOAOMKWUTENLHOCTE MCMONB30BAHUA UMMPOBLIX YCTPOWCTE HE AONXHA npesbiwate 1,5 yacoe. B noapoOCTKOBOM U IOHOWECKOM
Bo3pacTtax — He 6onee 2 4acos B i€Hb.

Mpn aTOM BO BCEX BO3PACTax HENPEepbiBHbLIM NPOCMOTP MM OHNAWH-AKTMBHOCTb OOMXHbI 4YEPenoBaTbCA C MMHACTVKOA ANA rNas v APYruMv BUaaMu
MHTENNEKTYaNbHOR U (PU3NYECKOi NeATENbHOCTU. Kax bl poauTens, ONUPanACh Ha PEKOMEHAALMW, CTOMT Nepes Cepbe3HbiM PELLeHNeM: ONPeaeniTb, CKONbKO
BpeMeHun noigeT ero pebexky Ha Nonbay C y4eToM BO3pacTa, yuebsl, 06LEeHUA K 0TAbIXA.

Bbl moXeTe BOCNONbL30BaTLCA cneAyrWUMKU NpoCcTbiMU peKoMeHaAauuAmMK, 4yT106blI MOMOYL OETAM M noapocrtkam o
6biTb GONnee KOMMNEeTeHTHbIMWU, OCO3HAHHbBIMW, BHUMATENIbHBIMWA U OCMOTPUTENIbHBIMUW B MHTEPHEeT-Cpeae.
0 O6yyanTe aeTen U NOAPOCTKOB OCHOBaM Kubep6esonacHocTu @

*TloroBopuTe C A8TbMW O TOM, NMOYEMY BaXKHO 3aMLLATL IMYHLIE AAHHBIE U KaK 3TO MOXeT NomMoyb u3bexats npobnem.

4 MNpoBepAiTe HACTPOMKWM KOHMWMASHUMANBHOCTM W HayydTe [AeTeid co3fasaTh HaAEXHble Naponu, UCNoNb3oBaTh ABYX(aKTOPHYIO

ayTeHTU(PMKaLMIO U He NeNUTBCA C He3HaKOMLIaMU NMYHON uHopmMaumnen B MIHTepHeTe.

* HapeXHblit Nnaponb — 3TO CNOXHLIA NAponb, COCTOAWMIA U3 6yks, undp 1 cumsonos. OBbIMHO ero TpyaHo yragate unu nogobparth.
BaXkKHO NepuoanYecKy MEHATL NAPONK B MECCEHKEPaXx, 3NeKTPOHHOM NOYTE U COUMANbHBIX CETAX.

* NnyHaa uwHdopmauna — daMuivA U UMA, NONHAA AaTa POXAEHWA, AOMalHWA agpec, Homep TenedoHa, HOMEp WKONbl U Knacca,
WHGOPMaUMA 0 ceMbe, Apyran NuYHaA uHdopMaura (Hanpumep, NacnopTHbie AaHHble, AaHHble MeguuuHekoro nonuca, CHUMIC v gp.).
3TUMU  CBEAEHWAMU MOryT BOCMONL3OBATLCA 3NOYMbIWNEHHUKW. [laxe ¢OTO, BUAEO U rONOCOBbIE COOOWEHUA MOryT ObiTb
VMK UCNOMNB30BaHbI.

Vicnonb3ayiiTe HagexHoe aHTMBMPYCHOe nporpammHoe obecneueHne Ha Bawwx ycTpoicTeax v perynAapHo obHosnainTe ero. Ob6cyxaante

¢ pe6eHKOM MK NOAPOCTKOM BaXXKHOCTb 3aWWMTbl OT BPEAOHOCHbBIX NPOrpamm.

*~PacckasbiBaiiTe 0 nogosputensHbix niogax B MutepHete. O6bAcHUTE pebeHKy unu NOAPOCTKY, YTO HE CTOMT OBWATLCA C HEe3HaKoMUaMu
B ceTu MIHTepHeT, 1 4To aenartb, eCny KTo-TO BeAeT cebA CTPaHHO UMK NbiTaeTCA 3acTaBUTh AeNaTh YTO-TO HENpUeMemoe.

““Momorute AeTAM W NOAPOCTKAM MOHATb W OCO3HATb, NOYEMy He CTOMT OTBeYaTb Ha COOOWEHWA W 3BOHKW C HE3HAKOMbiX HOMEepOB
no MOGWABHON CBA3W, B MECCEHKEepax M couvanbHblx ceTAax. OOBACHUTE, YTO 3TO MOXET NPUBECTM K HeXenaTeNbHbiM KOHTakTam
¥ ONAaCHOCTW.

7 ObyuaiiTe pacno3HaBaHWIO NOAO3PUTENbHLIX CCbINOK. Pacckaxute pebeHky WM NOAPOCTKY O pucKax nepexofa Mo CCbinkam
3 HeU3BECTHbLIX UCTOYHUKOB U HayynTe ero NPoBepATL CCbINKKU Nepea Nepexoaom.

»”

e O6cy)aanTe ¥ yctaHaBIMBaWTe CEMEWHbIE NpaBuna ucnosib3oBaHuA MHTepHeTa u KubeprurueHsl

= OnpepenuTe BMecTe ¢ pebeHKOM 1Ny NOAPOCTKOM, CKOMbKO BPEMEHW OH MOXXeT NpoBoauTs B MIHTepHeTe, kakue canTbl OH MOXeT nocewartb
Y C Kem 0bLaTheA, Kakne MecCeHaXepb! U CoLUManbHbIe CeTU OH MOXeT MCNoNb30BaTh.

7~ Ecnun Baw pebeHok CTaplero AOWKONbHOrO UAKW MNaawero WKONbLHOro Bo3pacTa NoNb3yeTcA MOBWNbHBLIM YCTPONCTBOM UMW NEPCOHANBHBLIM

KOMMNbIOTEPOM, YCTaHOBUTE NPOrpaMmbl POANTENBCKONO KOHTPONA, 4TOObl OrpaHn4nTb AOCTYN K HEXenaTenbHOMy KOHTEHTY U OTCNeXwusars

aKTUBHOCTL B IHTepHeTe,

YcTaHoBUTE pa3yMHbIe OrpaHUYeHUA Ha MCNONb30BaHWe UMMPOBLIX YCTPOWUCTE W NEpepbIBbl ANA APYrX BUAOB AEATENbHOCTU. 3TO NOMOXET

nsbexars NepeyToOMNEHUA 1 3aBMCUMOCTU OT UHTepHeTa.

&

0 MopnepxxuBaiTe aTmoctepy AOBEpUA U perynapHo o6eyxaainTe ¢ pe6eHKOM UK NOAPOCTKOM OHNANRH-0NbIT
* MNoowpnAiTe neTein U NOAPOCTKOB 06CyxaaTb ¢ Bamu BONpOChI, CBA3aHHbIe C VIHTEPHETOM M MH(hOPMALUMOHHOW 6€30NacHOCTbIO, AeNUTLCA
CBOVMM NEPEXMBAHUAMM, ONaceHUAMK 1 Npobnemamu, CBA3aHHLIMU C OHNANH-NPOCTPaHCTBOM, 6e3 cTpaxa HakasaHuA. [posoauTe Gecenb!
0 TOM, 4TO AenaloT AeTn B MHTepHeTe, C KeM OGLIAIOTCA, BO YTO MrpaloT, Kakve CaiTbi NOCeLLaloT, Kakoh MeAuakoHTEHT UM MHTEpeceH,
v obcyxaanTe BO3MOXHbIE PUCKW. PaccMOoTpUTe BO3MOXXHOCTb COBMECTHOIO NPOCMOTPA KOHTEHTA U 06CY>XAEHWA yBUAEHHOTO.

o ByAbTe NpMMEPOM ANA NOAPaXXaHUA

“*MNokasbiBaiiTe pebeHky unn NoapocTKy, kak Bbl camu cobniogaete npasuna nHgopmaumoHHoi 6e3onacHocTu, u obcyxaainTe ¢ HAM Bawm
coBMecTHble aencTemA B MIHTepHeTe. MNoka3sbiBanTe, kak npaBunbHO BecTn ceba B VIHTepHeTe, He HapylwanTe npasuna 1 HOpMbl NOBEAEHWA
B OHNawH npu pebeHke, 0GbLACHANTE, MOYEMy BaXKHO cobnioaaTte 3TU npasuna.

® ®rE0Y BO MITINY ® ©rBY HMHWL NH wm. B.N. Cepbckoro



e Pa3ssuBaiiTe y AeTeil HaBbIKK O6paleHMA 3a NOMOLbIO U COO6LWEeHUA 06 onacHOCTU Bam U Apyrum HafleXXHbIM B3pPOCNbIM
(POACTBEHHUKAM, YYUTENAM, COTPYAHUKAM NPaBOOXPaHMTENbHbLIX OPraHos)

# O6y4aiiTe peTeid U NOAPOCTKOB TOMY, KaK (hMKCHPOBaTh OHNANH-PUCKW C NOMOLLLID CKPUHLLOTOB, COXPAHeHUA BUAEO- U ayaAn0oco0BLEeHUIA
OT He3HaKoMLeB. Bce 3To MOXeT cTaTh Cepbe3Hoi AokasaTenbHoi 6230 B KPUTUYECKUX CUTYaUUAX. 3TOT HaBblK MOXET NOMOLLL HE TONLKO
B BUPTyanbHOM MUPe, HO U B PeanbHOM XXU3HW.

e MomoranTe peTAm u noapoCTKam passvuBaTbh KPUTUYECKOE MblluNeHune

* Hayuute wx aHanuaupoBaTb WHhopmaunio B WMHTepHeTe, pacnosHaBaTk ONacHOCTM: OOBACHWTE, Kak pacno3HaBaTbh MOLEHHWYECTBO,

kubepTpaenio u apyrue hopmbl OHNanH-yrpo3. Mpuesoaute npumepbl KMGEPBUKTUMU3ALMW, HEeHaANeXallero, PUCKOBAHHOMO M ONAacHOro

OHNanH-NOBEAEHWA, YTOBbI eTW U NOAPOCTKMA MOTNM NyYLle NOHATb, Kak u3bexartb NofobHbIX CUTYaLMiA.

PassuBaiite y pebeHka aHanMTUYeCKUe HaBblkW, 4YTODbl OH MOr OueHMBaTb MHopMauuio B UHTepHeTe, COMHeBAaTbCA B [OCTOBEPHOCTW

WUCTOYHUKOB W OTNINYATL AOCTOBEPHbLIE UCTOYHUKN OT HEAOCTOBEPHLIX. PacckaxuTe, YTo He BeA uHhopmaumna B CeTn ABNAETCA NPpaBaAUBON.

* Npuaymaitte «Bonwe6GHoOe CNOBO-NAPONbL» , KOTOPOe ByaeTe 3HaTb TONbKO Bbl 1 Baw pebeHok, 4Tobbl OH MOr pacno3HaTb ONacHOCTb!

B cnyyae, ecnu pebeHoK OTBETUN Ha COOGLeHe WM 3BOHOK HEe3HaKoMUA, C NOMOLWbLID 3TOro cnoea emy 6yaeT npouwe pacnosHaTtb
0NacHoOCTb.

6 MpoABnARTe NOAAEPXKKY N BOBNE4YEHHOCTb

% MNocTapaiitech GbiTb BOBNEYEHHBIMM B OHNAWH-aKTUBHOCTU: Yy4acTBYITe B Urpax U counanbHbIXx CETAX BMECTE C AeTbMU WU NOAPOCTKaMM,
YTO6bI NyYLe NOHATL UX UHTEPEChH! M OKPYXKEeHWe, 3TO NO3BONUT NOAAEPXKUBATL AOBEPUTENbHLIA KOHTAKT C HUMW.

* MoowpAnTte aeTen M NOAPOCTKOB 3aHUMATLCA BE30NacHbLIMM U KOHCTPYKTUMBHBIMU OhnanH U Npu HEOBXOAUMOCTU OHNAWH-aKTUBHOCTAMM,
TakuMu Kak obpasoBaTenbHble Urpbl, CNOPT UNKU TBOPYECKWE NPOEKTbl. AKTUBHAA, MHTEPECHAA U HACBILEHHAA NONOXUTENbHLIMWA IMOLIMAMK
¥ COBLITUAMM peanbHaA XN3Hb — MOLLUHBIA UCTOYHUK NO3UTUBHON camopeanusaunn 6e3 «6ercrsa» B BUPTYanbHbIA MUP.

Q OTpaboTaiiTe COBMECTHO C pe6eHKOM AeCTBUA B CUTyaLMAX pUcKa

- BaxHo 3apaHee 06BACHUTL pebeHKy, Kak NpaBunbHO AeUCTBOBATL NPU CTONKHOBEHWW C ONaCcHbIMU OHNaMH-KOMMYHUKALMAMA:

* He BCTynaTe B nepenanky, cpasy 3abnokuMpoBaTb arpeccopa WM MOLIEHHUKA, COXPaHWTb CKPUHLIOTBI MEpenucku B KayecTee
AoKasaTenbcTe U 06A3aTenbHO pacckasaTh O CUTyaluvuu B3pOCNbIM — POAWUTENAM, yYUTenio unu o6paTTECA B NOAAEPXKKY NnathopMsl,
rae Npov3oLen UHUMAEHT.

O6pawantecs 3a NOMOLLBIO: ecnu Bel 3ameTunu, 4To Baw pebeHok ctan xepTeor KbepBuKTUMU3aUUN WK NPOABNAET ONacHoe noBeaeHue
B WIHTepHeTe, He cTecHANTeCh o6pallaTbCA 3a NOMOLLBIO K cneumnanucTam.

o PerynAapHo o6HOBNAWTE 3HAHWA 0 knbGepb6eszonacHOCTH U KuGeprurueHe, OTCNeXuWBanTe U3MEHEHUA B 3aKoHOAaTenbcTBe
¥ npaeunax nnarcgopm

# Cneaute 3a HOBOCTAMM W TeHAGHUMAMK B 06nacTu knbep6e3onacHoCcTh, M3y4aiTe HOBbIe METOAbI 3aluMTbl OT KubepnpecTtynnexunid. Byabte
B KypCe W3MEHEHWA B 3aKOHOOATENbCTBE W MpaBvnax MCMonb3oBaHWA NnatgopM, 4Tobbl obecneynTb MakcumanbHylo 3awuTy Bawero
pebeHka unu noapocTKa, aganTupyiTe CBoW NoAxoAbl K obecneyeHnio 6e30NacHoCTV B COOTBETCTBUM C n3meHeHnAMK B ViHTepHeTe.

ANropuTm AelCTBUI poanTena Npu o6HapY)XXeHUU NOA03PUTENbHOW OHNANH-aKTUBHOCTK pe6eHKa

0 O6paTtuTe BHUMaHWe Ha U3MEHEHWA B noseaeHun pebeHka unu nogpoctka. Ecnu Bel 3ameTunu, 4To OH cTan 6onee 3aMKHYTbIM, NOrPY>XEHHbLIM
B OHNAAH, pa3apaXuTenbHbIM WU NPOABNAET APYrMe HeTUNUYHBLIE ANIA Hero 3MOLMK, 3TO MOXeT BbITb CUrHanoM o npobnemax B MiHTepHeTe.

e MorosopuTe ¢ pe6eHKOoM. BbIACHUTE, YTO UMEHHO ero 6eCcnoKOUT, U NPEANOXUTE CBOKD NOMOLL.

o ObpaTtuTech 3a NOMOLWBIO K cneunannctam. Ecnm Bbl He MOXeTe caMOCTOATENbHO pewnTb npobnemy, obpaTuTech K NCUXONOryY, counansHoMy
neparory, NncMxXoTepanesTy UK APYrvM cneumManncTam.

B CUTyaumax, Koraa pebeHok coobwaer Bam :'
O COBEPWEHHOM B  OTHOWEHWM Hero  npecTynnewun wE
BOCnoNnb3yiTeck 8 namATKOW Hapuratopa npothuNaKTUKK
BUKTUMMU3AUMM AieTel U NOAPOCTKOB (2024)

. KYAA OBPATUTBCA 3A NOMOLLBHO
n © N NONYYNTb AONONHUTENBHYH MH®OPMALILKO [ ¢

TenecoHbl AOBEPUA, FOPAYUE NUHUN

7 FopAYaA NMHUA KPU3NCHON Ncuxonoruyeckon nomowm MuHuctepcTea npoceeweHna Poccuinickon ®epnepauun 8-800-600-31-14
* Ha nuHUM exenHeBHO W KPYrnoCyTo4HO OK&a3sbiBaeTCA ncuxonoru4yeckas nomowb W noanepxka BCeM NO3BOHMBLUMM, HaxXO4ARWWMCA B KPU3UCHOM
COCTORHMM UK B KpMsMCHOﬁ cuTyaumm (6ecnnaTHo, prrnocyTquO).

X Bcepoccuiickuin fletckuii TeneoH nosepun 8-800-2000-122
+ Mcuxonoruyeckoe KOHCYNbTUPOBAHME, 3KCTPEHHAA W KPU3UCHAA NCUXONorvyeckanA noMouwb AOeTAM, NOAPOCTKaM W poavuTenAam (6ecnnamo,
KPYrnoCyTOYHO).

’* FopAuanA nuHuA «PeGeHOK B onacHoCTW» CrneacTBeHHOTro komuTteTa Poccuiickoil ®epepaumn 8-800-100-12-60#1
+ Takxe anA obpaweHyA foCTynHa KOpoTkan KombuHaumua 123 (6ecnnaTHo, KPYrnocyTOYHO).

** FopAvanA NUHUA noaaepXku no sonpocam Tpaenu Tpasnu.NET 8-800-500-44-14
+ MH-NT ¢ 10:00 ao 20:00 N0 MOCKOBCKOMY BPEMEHM.

OHnanH-NoOMoWb
+ FopAyan nunuA «[etn Oxnaiin» hitp://detionline.com/helpline/about
+ YAT-BOT «[lo6pbiHa» (@aHTubynnuHr) hitps:/t.me/BylingBot
+ Cait MonopgexHoro uugposoro ombyacmena, pasnen «Ludgponomoub» — cepsuc noaaym obpaweHnii ANA MONOAbIX NOAEH, KOTOpPbie CTONKHYNUCH
¢ npobnemamu B MiHTepHeTe hitps.//youthombudsman.ru/help
+ CoobwuTb O 3anpeLeHHOM KOHTEeHTE MOXHO Ha caiTe PockomHaasopa hitps:/eais.rkn.gov.ru/feedback/

WndopmaymoHHo-MeTOAMYECKHE MaTepUans! U pecypcsl
+ Kacnepckwit netam hitps:/kids kaspersky.ru/



